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1
Decision/action requested

It is proposed to discuss and take a decision on how to resolve the authorization of AIML model sharing with MTLF. 
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Rationale
3.1
Background 
Background information is described in the discussion document in SP-240417.
3.2
Status in SA3
The reason for providing a revision of the CR1971 rev1 (in SP-240416) is that this CR introduces security issues that have not been studied and concluded in SA3. The revision 2 of CR1971 is provided in SP-240426 [3]
3.3. 
Security issues with Option 1

In step 4b of CR1971rev1 [4] (also referred to Option 1), the NRF adds the NF instance ID of the ML model consumer in the access token that the NF Service Consumer uses in step 5 to request ML models on behalf of the ML model consumer. However, the NRF has not verified the NF instance ID of the ML model consumer, i.e. the NRF adds information that has not been verified into the access token. This creates a vulnerability in the solution.  
4
Proposal

It is crucial that we at this late stage of Rel-18 do not introduce extended procedure with identified security vulnerability. Therefore, it is proposed to remove the additional case of the security solution for NF Service Consumer requesting ML models on behalf of another ML model Consumer, i.e. the case where the Nnwdaf_MLModelProvision service operation also contains the NF instance ID and Vendor ID of the ML model consumer.
Before approval it needs to be properly studied in SA3 first. The proposal in this document is therefore to approve CR1971 rev2 in SP-240426 [3] in SA#103.
